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	TEC Sector Survey of Risks
and Opportunities 2026

Supporting Information 

	
Background

TSA has coordinated an Annual Risk and Opportunities Survey over the last 4 years, with the aim of identifying the key issues that impact the Technology Enabled Care sector, and helping to drive continuous improvement of service quality, through mitigating actions that include guidance material, training, and standards. The TSA quality improvement programme is already addressing many of the issues that have arisen from this work, including for example guidance and standards on Service Resilience and Risk Management. 

Early in this work an expert panel identified the need to create a ‘long list’ of risks and opportunities for improvement that will likely impact the TEC sector. The concept of a long list is important as it allows the survey to use a common language and thereby enable a structured analysis of the responses. The continuity of long-list questions also allows trends across years to be tracked. This means that survey respondents are asked to select from a long list (and make recommendations for changes). Respondents are asked to pick the 10 risks and opportunities that respondents believe will have greatest impact in the short-term (the next 1-2 years) and then rank those 10. Respondents are then asked to do the same for emergent risks and opportunities (3-5 years). It is worth noting that our Sector Risk & Innovation Group (SRIG) has reviewed and updated the ‘long list’.

The following document aims to explain the current ‘long list’ of potential risks and opportunities, and to help respondents select their top 10 short-term and emergent risks and opportunities by reference to background information, and potential impact and mitigating actions for each. 

To complete the survey please click on the below link:
https://www.surveymonkey.com/r/Survey_of_Risks_and_Opportunities_2026 

























Risks and Opportunities


	RISK 1
	Failure to embed co-production impacts market demand for TEC

	· Background 
Failure to involve people, families and carers in developing TEC solutions will limit the impact of new products and services. 
· Impact 
A tokenistic approach to the design and co-production of TEC services will not satisfy consumers or improve outcomes, impacting market demand and marginalising the TEC industry.
· Mitigating actions 
An organised and sustained approach to co-production is needed, through active stakeholder engagement, consumer awareness of TEC, design principles for co-production and strong governance. 


	

	RISK 2
	Failure to integrate with Health, Social Care and Housing services marginalises TEC

	· Background
TEC offers benefits through community-based alternatives to more intensive health and care solutions, but without the necessary integration of services and exchange of key information, coordinated care will not be delivered. Without health and care systems exchanging information with TEC services, it will not be possible to form a single view of the service user.
· Impact 
Without integration, national health and social care structures may fail to identify the transformative potential of TEC, impacting on commissioning behaviour and funding. Without interoperability of systems, TEC will contribute less to health and wellbeing. Activity and incidents will be lost to any data analysis and will fail to contribute to personal or population health initiatives. This will result in reduced demand for TEC solutions.	
· Mitigating actions 
Commissioning strategies for health, care and housing need to include explicit recognition of home-based care options, that employ TEC to deliver remote support. We need constructive discussion on the balance of risks between data privacy and access to improved health outcomes, to provide guidance on data-sharing requirements.


	
	

	RISK 3
	Health and Social Care fail to adopt TEC through lack of awareness or evidence

	· Background 
Health and care commissioning structures across the UK require that commissioners will need to be appraised and convinced of the benefits of TEC. Local Authorities, Social Care and Housing generally lack dedicated funding for TEC. The key to sustainable funding depends on the ability to build compelling cases for the health, wellbeing and economic benefits delivered by TEC. There is still an evidence data gap. One huge challenge here is that TEC itself, particularly in a proactive or preventative form, requires near-term investment to deliver benefits that could be years down the line and realised in different parts of our health and care systems e.g. in delaying or avoiding more institutionalised care.
· Impact 
Commissioners and end-users will not identify and trust the benefits associated with a wider adoption of TEC-based alternative care and support without further evidence data that is independently verifiable. DHSC may focus solely on ‘digital health’, whilst Social Care commissioning may remain focused on traditional block contracts for services, thereby limiting awareness of TEC and alternative care models.
· Mitigating actions 
Pursue innovative approaches to the capture of wellbeing and economic benefits from TEC, ideally adopting a standardised approach that allows the aggregation of evidence and data across multiple programmes. Commissioning strategies for health, care and housing need to include explicit recognition of home-based care options, that employ TEC to deliver remote support.


	
	



	RISK 4
	Cyber threats to digital TEC services result in denial of service or loss of personal/sensitive information 

	· Background 
Data protection and cyber security become greater concerns as services and underlying technologies shift to digital implementations and have higher degrees of data dependency. This requires that systems and the workforce are prepared for data protection and security.	
· Impact 
If systems are not re-appraised and re-designed and the necessary skills are not available, there is a risk that TEC services could be disrupted by cyber-attacks, with a resulting loss of credibility and an unwillingness amongst consumers to share their data.
· Mitigating actions 
Engage with government departments and representative bodies with responsibilities for information security, to derive a coordinated TEC plan for data protection, security, education and training. 


	
	

	RISK 5
	Unreliable or inadequate digital offerings from TEC suppliers fail to attract commissioners and new users

	· Background 
There are new or heightened risks of service failure during the digital changeover, due to significant changes to installation processes, infrastructure, enabling technologies and skills requirements. Service providers and users may also criticise emergent digital TEC as lacking in terms of: product capabilities; interoperability between suppliers; evidence of reliability. Some may see digital 'replicas' of older analogue solutions as lacking in functionality, offering little or no benefit for a much higher purchase cost.
· Impact 
If the TEC industry cannot provide a compelling strategy for digital TEC there will be a lack of investment. This may delay digital changeover, with reputational damage.
· Mitigating actions 
Quality standards for technology providers need to determine suitable levels of resilience for each technology type. They should be driven by a personal, risk-based approach, enforced across the sector and backed by Government advice on procurement standards. Technology and service providers need to communicate compelling user case studies and wellbeing outcomes for new and proactive services, and evidence of reliable operation of digital solutions to commissioner and consumer groups.


	
	

	RISK 6
	Equipment Supply failures and shortages restrict access to TEC services

	· Background 
Global supply chains can create shortages of TEC equipment and components. 
· Impact 
Growing demands for digital devices may have an impact on the TEC industry. This could impact the ability of the TEC industry to meet customer's requirements and may hinder future growth.
· Mitigating actions 
TEC suppliers need to provide forecasts of product availability. The sector also needs to encourage access to alternative TEC product solutions, based on accessible, consumer technologies.


	
	

	RISK 7
	Cost of digital transition makes TEC unaffordable, resulting in a decline of existing users

	· Background 
TEC services and Housing providers may be unable to fund "analogue to digital" transition plans, including increased product costs and communications charges, even for emergency calls. This may lead to the withdrawal of services, reduced TEC commissioning or increased costs to consumers. 
· Impact 
The increasing costs of digital products will put further pressure on social care budgets and may lead to commissioners and customers disengaging from TEC solutions, leading to market decline. This will challenge the viability of services and thereby put users at risk. 
· Mitigating actions 
Pursue government funds for digitisation, that provoke innovation in the delivery of cost-effective, digital TEC and the incorporation of accessible, consumer technologies.


	
	

	RISK 8
	Digital skills shortages impact the continued supply of TEC services

	· Background 
The workforce skills and capabilities required in a digital world are different from an analogue world and the TEC industry may struggle to upskill existing staff or attract new staff.
· Impact 
A low digital maturity of the TEC workforce, particularly in areas of digital design, information security, data analytics and cyber security, will hold back the delivery of digital TEC solutions. 
· Mitigating actions 
The TEC sector needs to examine and build the status of digital skills and TEC training amongst staff at all levels, including commissioners, care providers, TEC service providers, system designers, installers and maintainers.


	
	

	RISK 9
	Failure to prioritise the digitization of TEC results in failed digital migration plans and risk to users

	· Background 
Some commissioners, service or housing providers may not recognise the importance of digital transition, given a lack of warning signs from public information or senior management cascade and may delay planning and budgeting of the required changes.
· Impact 
Commissioners, local authorities, providers and housing associations will fail to invest proactively in solutions to successfully navigate the digital transition, leading to failing alarm calls and risks to end users.
· Mitigating actions 
Clear and consistent messaging from all home nation governments, with links to national strategies and capital funding.	


	
	

	RISK 10
	Lack of interoperability within TEC sector restricts market growth	

	· Background 
With many digital devices and service support platforms, a lack of interoperability between TEC systems may result in services being unable to select the best procurement options or comply with customer needs and preferences.
· Impact 
Without interoperability, services will be unable to employ technologies from multiple providers or employ new and innovative technology suppliers. This will constrain choice, restrict competition and business continuity options.  
· Mitigating actions 
Maintain interoperability standards for TEC systems and ensure supplier commitment to compliance though procurement requirements.


	
	

	RISK 11
	Failure to deliver preventative and proactive services results in the TEC sector being less relevant to the delivery of care and support

	· Background 
The traditional TEC market structure may not support the introduction of proactive and preventative services. 
· Impact 
A lack of proactive and preventative care options will fail to deliver against integrated care plans for personalised wellbeing, and lead to commissioners and customers choosing alternatives to TEC. If this situation persists it would restrict TEC to the provision of emergency-only services and may lead to a "race to the bottom" in terms of quality and pricing for TEC services. 
· Mitigating actions 
Work is needed to collate and demonstrate to commissioners the evidence for beneficial outcomes from proactive and preventative services. Standards and guidance for such services is also needed.


	
	

	RISK 12
	Failure to address the ‘consumer market’ reduces user demand for TEC services

	· Background 
Private payment for TEC services, and care services more widely, is increasingly important to the care and support sector. Failure to engage with this segment through inadequate market communication, guidance and standards may limit adoption of TEC services. TEC equipment supply may also be impacted, given that the consumer technologies we engage with in our personal lives, such as smart speakers, chatbots and smartphones could also have a positive impact on care and support solutions. 
· Impact 
Poor engagement with the private pay market segment would reduce adoption of TEC. Lack of interoperability of TEC with consumer technology means that customers and commissioners will not see the industry as forward-looking or providing solutions that consumers demand. The TEC industry could see itself partially replaced by more open and self-managed solutions that lack standards. 
· Mitigating actions 
TEC sector to challenge the adequacy of market engagement, communications and standards for private pay sector. Standards and guidance should support commissioners and suppliers in ensuring that specialist TEC services and platforms can incorporate mainstream consumer devices.


	
	

	RISK 13
	Reduced quality, choice or competition, through consolidation of TEC services

	· Background 
UK TEC monitoring services have varying levels of resource and infrastructure to deal with service and technology transformation. Smaller monitoring centres may not benefit from economies of scale, and they may be limited in their ability to invest in new and digitised service models. This may result in services being acquired or outsourced.
· Impact 
Risk of reduced service quality or even service failure as providers grow rapidly or amalgamate. Any significant service failures would impact the reputation of the TEC sector and pose significant risks to service users. Acquisition or outsource of TEC services reduces choice and competition and ultimately could affect pricing. 
· Mitigating actions 
Quality standards for service providers need to be enforced across the sector, backed by Government advice on procurement standards. Provide guidance on how TEC providers can preserve localised services, whilst accessing digital TEC platforms cost-effectively, 'as a service', rather than investing in building environments, extensive IT infrastructure and resources.


	
	

	RISK 14
	Lack of standards or regulation, as services and technologies evolve, damages trust in the TEC sector 

	· Background 
A lack of strong regulation of TEC services could lead to a proliferation of technologies, services and traders that do not meet recognised standards, leading to confusion amongst both commissioners and consumers and potentially putting people at risk. 
· Impact 
Differing guidance from suppliers on service capability and digital TEC systems will confuse commissioners and customers and reduce the likelihood of selecting optimal technologies and services.
· Mitigating actions 
Embed standards for digital services and systems in quality standards frameworks.


	
	

	RISK 15
	Housing infrastructure, systems and services fail to meet the evolving needs of older and vulnerable people

	· Background 
There is limited progress on the provision of 'care-ready' living environments (see ‘HAPPI’ design principles) to meet the needs of older and vulnerable clients. The Centre for Ageing Better 'Good Homes' enquiry highlights the number of UK homes in disrepair, and that many older residents can't afford to adapt or improve, leading to lower adoption of TEC solutions. The integration of TEC with housing environments is also limited, as many older, vulnerable adults still live in their own homes. 
· Impact 
The recognised poor state of UK housing stock, along with high priorities to improve environmental standards and energy efficiency, may result in a lack of investment in TEC in housing, which will limit the ability of people to live in their own homes for longer. Also, if requirements for flexible and TEC-enabled housing are not mainstreamed, through regulation and housing design, then the ability of older residents to remain in their own home will be limited by a lack of 'technology enablement by design', and older adults will need to move homes as their needs change. 
· Mitigating actions 
Commissioning strategies for housing need to include explicit recognition of home-based care options in mainstream, specialist and supported housing, employing TEC to deliver remote support. Follow-up on recommendations from the APPG inquiry into smart homes (how to retrofit existing housing stock to create smart homes), including how Disabled Facilities Grants (DFGs) can incorporate TEC solutions. It is also important that we manage the risks of housing alarm systems that retain or convert ‘analogue’ implementations over digital networks.


	
	

	RISK 16
	Cost of living crisis reduces adoption of TEC services

	· Background 
The continuing cost of living crisis impacts on users’ ability to pay, and can lead to difficult decision making, where TEC services are neglected in favour of basics such as heating and food. 
· Impact 
The TEC sector may experience a decline in connections or demands for lowest price service options that lack personalised or local benefits.
· Mitigating actions 
We need to re-frame the argument to demonstrate how TEC can support, as an invest to save option for both Health & Social Care.	


	
	

	RISK 17
	Artificial Intelligence poses risks by outpacing TEC standards and guidance

	· Background 
Multiple opportunities are emerging in the TEC sector for harnessing A.I. to deliver smarter, more efficient and more effective services. However, these A.I. driven services need to be shown to be safe, secure and well-received by end users. 
· Impact 
If TEC does not keep pace with AI and associated digital developments then opportunities for smarter implementations and service efficiencies will be missed. Equally, a failure to deliver A.I. driven services and systems that meet the necessary levels of availability and reliability will put end users at risk and would damage the reputation of the TEC sector. Potential risks could include unsafe operational decisions driven by AI algorithms, interoperability challenges, ethical and privacy concerns, and the risk of poor commissioning decisions due to a lack of robust AI data or standards. 
· Mitigating actions 
The main goal is for greater awareness of A.I. and its role in delivering more efficient, effective and safe TEC services whilst maintaining end user trust. However, we also seek support for TEC market growth and the commercial viability of TEC service providers through the incremental functionality and benefits of A.I. transformation. 	


	
	

	RISK 18
	Lack of political commitment to integrated care services and new care models that employ TEC

	· Background 
Challenges arising from international conflict, energy crises, lack of economic growth and labour availability are all impacting on political priorities and budget setting, and they may slow plans for new models of care.
· Impact 
The governmental desire to pursue integrated, personalized and proactive health and care may be reduced by emergent political pressures.
· Mitigating actions 
TEC Sector needs to lobby home nation governments, to raise awareness of how TEC can support, as an invest to save option for Health & Social Care, and therefore align with crisis-driven re-prioritisation.


	
	

	RISK 19
	Procurement frameworks and guidance are not linked to TEC services and technologies and associated standards

	· Background 
The full array of TEC services and technology options is not covered by funding and procurement frameworks for care and housing.
· Impact 
Procurement of sub-standard services and TEC systems may result. We may also see a continuation of buying behaviours that are not informed by TEC options. This results in allocation of funding to traditional care options that may be less optimal for the end user, and which do not support independent living.
· Mitigating actions
Clear links need to be established for TEC with all relevant procurement frameworks. The sector needs to raise awareness of wellbeing and economic impact of TEC, from prevention through to digital living solutions to better inform policy makers, local authority commissioners, service users and professional groups. 


	
	

	RISK 20
	TEC sector resourcing and service levels are impacted by problems of workforce retention and recruitment, sickness levels and changed working behaviour

	· Background 
Sickness levels and changed working behaviour have all impacted staff availability and salaries in the TEC sector, along with expectations for different ways of working. This is creating recruitment & retention concerns.
· Impact 
Frontline staff shortages affect service levels and put users at risk, whilst a lack of management resource hinders service developments. 
· Mitigating actions 
Raise the profile of jobs within the industry, recognising skills at multiple levels, with accreditation of TEC training courses.


	
	

	RISK 21
	Extended waiting times for emergency calls and ambulance response significantly impact TEC response and service delivery

	· Background 
We continue to experience delays to ambulance response times, often driven by hospital admission blockages. This has serious knock-on effects on TEC alarm call escalation.
· Impact 
Emergency response delays will impact on the ability to respond to TEC referrals, and they may result in disruption to TEC services due to extended or repeat alarm calls, and responder revisits.
· Mitigating actions 
Pursue integration or coordination with Urgent Care Services (UCRs).









image1.png
The voice of technology
enabled care




