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Objective:

To risk assess the resilience of TEC systems, and sub-systems and how they impact services and to provide 
guidance on risk mitigation covering both technology and service.

Where we find that supporting information is not adequate, resilience guidance will either be produced and revised 
along with a revised Risk measurement.

Standards for Resilience of Services and Systems

Complete:

• Build experienced ICG team to support the project

• Conduct a full deep dive risk assessment of TEC Systems covering

• End to End Systems

• Telecare – Independent Living

• Telecare – Group Living

• Cellular

• WIFI/Ethernet

• Monitoring  

• Middleware 

• Identify and Prioritise ‘Red’ risks
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Standards for Resilience of Services and Systems

Complete:

• The team have identified >300 risks within the exercise. 

• All risks highlight the importance of our QSF and also the importance of the work being carried out

• From this 300, 20 risks have been highlighted as High which are being prioritised.



Standards for Resilience of Services and Systems

Gate 1 

Identify Risk

Risk Assess  & 
Prioritisation

Gate 2

Review

Review existing 
mitigation 
guidance

Gate 3

Mitigation

Draft mitigation 
and guidance

Gate 4

Approval 

Submit for TSA 
Approval

Gate 5

Approval

Submit to wider 
ICT Comment / 

Approval

Gate 6

Publish

Publish

Ongoing

• Complete Risk Mitigation and guidance Documentation. Guidance to cover both Technical and Service Provision.

• Regularly update and maintain resilience guidance and standards for TEC systems and products.

• Identify and recommend further work required

Planned 

• Publish resilience guidance and standards

• Review and update Service Resilience standards to complement new guidelines

• Develop training and tool recommendations for commissioners and providers to assess risks and apply mitigation 

strategies

• Define critical resilience metrics and propose amendments to the QSF

• Create RACI (Responsible, Accountable, Consulted, Informed) tools and guidance for system failures

• Widen Scope for IOT, Predictive/Preventative and AI based Systems

• Propose frequency for ongoing inclusion of risks and re-assessment exercise
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