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Objective:

To risk assess the resilience of TEC systems, and sub-systems and how they impact services and to provide
guidance on risk mitigation covering both technology and service.

Where we find that supporting information is not adequate, resilience guidance will either be produced and revised
along with a revised Risk measurement.
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Complete:

The team have identified >300 risks within the exercise.
All risks highlight the importance of our QSF and also the importance of the work being carried out
From this 300, 20 risks have been highlighted as High which are being prioritised.
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"Red Risks" - Highest levelrisk
RA document |Ref No [Give a brief summary of the risk. What will happen if the risk is not mit
- - -
LAN/WiFi: Local power Putage whereb‘{r a. b.ase unit iz reliant on Alarm Events / Voice wil be unable to cor
System 5003 mains powered networking (Ethernet/Vi-Fi) infrastructure for -
P required ARC receiver
communication.
System S006 Fault detection: The base unit develops a fault and this is not If not rectified, Alarm Events / Voice wil £
) monitored by the service provider with the required ARC receiver
Fault detection: A programmed wireless device, or wired If not rectified, Alarm Events will be unabl
System 5007 device linked to the base unit develope a fault and this is not N
" . 3 the required ARC receiver
monitored by the service provider
Fault detection: The base unit power supply / battery islow |, o o e Alarm Events / Voics willt
System 5008 /failz and this iz not reported by base unit or events are with the required ARC receiver
monitored /actioned by the service provider =4
FATT OSTECIoN, A PTOqrammed WIEEss TevIcs, o7 Wisd eviees
System 5008 linked to the base unit, power supphy / battery is low /fails and If not rectified, Alarm Events will be unabl
¥ this is not reported by base unit or events are monitored the required ARG receiver
tactinnad b th, i it
Fault detection: Service provider does not monitor periodic test (If a communications pathway fails then s
System S013 L . .
transmissions / heartbeats from base unt. aware of an issue. Service user emerger
Fault detection: Service provider does not monitor periodic test |If a communications pathway fails then s
System 5014 - . N .
transmissions / heartbeats from wireless devices aware of an issue. Service user emerger
Middleware NDO01 Availibility: Server(s)/ service fails Product/System failure
Niddleware NDO14 SIP Flooding / Dos: Aftackers can send excessive SIP requests Performance degradation or potential out:
to the middleware to strech resources
Middleware  |MDO15 |Single Point of Failure: middlewars does not have redundancy |00 are ofien serves as a central intz
can disrupt the entire ecosystem of conn
P i . 3 ; WMIOOEWare may not megrae W
‘Compatibility Issues: Endpoints might not be fully compatible . . .
Middleware MD016  |with middieware API, or not fully support the published AP1/ especially legacy or highly cusiomized ap

protocol specifications

D ) ar puctar failne

rall handling stark maved ait far aneratn
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Version

coo

con

cmz

Coi3

coi4

1.05
Cellular

RISK DESCRIPTION

Local Network Failure

APN Change

IP Address Change

Data Flood fellowing resclution of cutage

CLIunable to be processed

The voice of technalogy
enabled care

IMPACT DESCRIPTION SUMARRY PROBAEILITY | PRIORITY

An individual network (EE, 02, Three, Wodafone) wil be unavailable to the SIM 2 4
Will present as a data only failure 5 1
Depending on the set up at the ARC, this may present as a data only failure 5 1
ARCs may become overwhelmed with data calls 5 2

Callz will present to the ARC without the correct CLI, depending on the ARC =et up this may mean that
calls can't be matched to SCAIP

10

12
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Ongoing

« Complete Risk Mitigation and guidance Documentation. Guidance to cover both Technical and Service Provision.
* Regularly update and maintain resilience guidance and standards for TEC systems and products.

» Identify and recommend further work required

Planned

* Publish resilience guidance and standards

 Review and update Service Resilience standards to complement new guidelines

« Develop training and tool recommendations for commissioners and providers to assess risks and apply mitigation
strategies

» Define critical resilience metrics and propose amendments to the QSF

» Create RACI (Responsible, Accountable, Consulted, Informed) tools and guidance for system failures

« Widen Scope for IOT, Predictive/Preventative and Al based Systems

* Propose frequency for ongoing inclusion of risks and re-assessment exercise

) ) ) ) ) )
Gate 1 Gate 2 Gate 3 Gate 4 Gate 5 Gate 6
Identify Risk Review Mitigation Approval Approval Publish
Risk Assess & Review existing Draft mitigation Submit for TSA Submit to wider Publish
Prioritisation mitigation and guidance Approval ICT Comment/
guidance Approval
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